Pr o c. of International Symp osium on Information The ory and its Applic ations, pp. 467{470 (c orr e cte d) (Mexic o City, Oct. 14{16, 1998) Protection of Authen ticated Key-Agreemen t Proto col against a Denial-of-Service A ttac k Kan ta Matsuura and Hideki Imai Institute of Industrial Science, the Univ ersit y of T oky o Ropp ongi 7-22-1, Minato-ku, T oky o 106-8558, JAP AN E-Mail: k an ta@iis.u-toky o.ac.jp Abstract. Authenticated and secure key-agreemen t proto cols without a trusted key-distribution cen ter usually ow e a lot to public-k ey primitives whose im- plemen tation includes mo dular exp onen tiation. Since mo dular exp onen tiation is computationally exp en- siv e, proto cols should b e carefully designed so that at- tac k ers will not b e motiv ated to use Denial-of-Service (DoS) attac ks. Considering this design direction, this pap er �rst sho ws a basic protection strategy against DoS attacks based on public-key related computa- tional cost. W e then prop ose a three-pass authen- ticated Di�e-Hellman k ey-agreemen t proto col con- forming to the strategy; DoS attacks imp ose exp en- siv e computation on the attack ers themselv es. Key w ords: denial-of-service attack; mo dular ex- p onen tiation; Di�e-Hellman k ey-agreemen t; authen- tication; extra hash. 1 In tro duction In order to use cryptographic comm unication in op en net w orks, how to establish session keys is a fundamen- tal problem. The most well-kno wn scheme is Di�e- Hellman key-agreemen t proto col [1]. It is also well- kno wn that this proto col on its o wn is vulnerable to in truder-in-the-middle attack; an attack er who con- trols the path ma y in tercept the proto col messages and masquerade as each of the users inv olv ed. Protec- tion mechanisms against this attack has long b een ex- plored b y providing en tit y authen tication [2]{[4]. As a result, the proto col usually costs a lot in computation and/or in comm unication. In a real net w ork, attac k ers ma y use suc h a costly asp ect for exhausting the resource of their targets; we should consider the issue of Denial-of-Service (DoS) attac ks in designing k ey-agreemen t proto cols. The follo wing prop osals are aimed for DoS-resistance of three-pass proto cols. 2 Basic Strategy Let us assume that the initiator I and the resp onder R can use the same public-k ey infrastructure where public and secret keys of an entit y X are denoted b y P K X and S K X , resp ectiv ely . Then three-pass key- agreemen t proto cols can b e t ypically describ ed as in Fig. 1, where w e can �nd nine steps in v olv ed. Our prop osal aiming for DoS-resistance is as fol- lo ws: 1. Do not use hea vy computation such as mo dular exp onen tiation in Step ((4)). 2. Carry a random fresh material by Message ((5)) implicitly in a w a y that the reconstruction of the material requires hea vy computation in Step ((6)) b y the initiator with P K R and/or S K I . This computational load m ust b e compa- rable to or higher than that of Step ((8)). 3. Use the random material for authentication. 4. Equip Message ((7)) with an ac kno wledgmen t material deriv ed from the reconstructed random material. 5. V erify the ackno wledgmen t material b y inexp en- sive computation at the b eginning of Step ((8)). Once conformed, this mechanism discourages DoS attac k ers b y \falling-together" nigh tmare; if the at- tac k er and the resp onder or target hav e the same lev el of computational p o w er, the attac k er m ust ex- haust his/her own resource in order to exhaust that of the target since a b ogus ackno wledgmen t material is detected by the ligh t veri�cation pro cedure b efore computationally-exp ensive parts of Step ((8)). 3 DoS-Resistan t Proto col Figure 2 illustrates our new proto col, where a large prime p and generator � of Z � p (2 � � � p � 2) are

Step (Initiator) (Resp onder) Precomputation Precomputation ((1)) (as a regular or p erio dical (as a regular or p erio dical background job, etc. ). background job, etc. ). Computation ((2)) by using P K R and/or S K I . ((3)) Request Message = ) Computation by using ((4)) P K I and/or S K R . (Session-key computation ma y b e included.) ((5)) ( = Reply Message Computation by using ((6)) P K R and/or S K I . (Session-key computation ma y b e included.) ((7)) Ac kno wledgmen t Message = ) Computation ((8)) by using P K I and/or S K R . ((9)) Key establishment. Key establishment. Figure 1: Typical structure of three-pass authen ticated k ey-agreemen t proto cols. P K I and P K R are the public k eys of the initiator and the resp onder, resp ectiv ely . S K I and S K R are the corresp onding secret keys of the initiator and the resp onder, resp ectiv ely . c hosen and published in adv ance. 2 R represen ts ran- dom pic king of an element from the right-hand side set. q is a large prime factor of p � 1. A public inte- ger g with order q mo dulo p is c hosen randomly from [1 ; 2 ; � � � ; p � 1]. A hashed v alue H plays a role of \ac- kno wledgmen t material" in our falling-together tric k. This hash will b e referred to as an extr a hash , in the follo wing. Timestamp T S I can b e replaced with fresh materials of another kind such as nonces or co okies. Sev eral di�erent v ersions can b e constructed b y dif- feren t formation of w R and w I . 4 Discussion 4.1 P assiv e Attac k Securit y of the Di�e-Hellman (DH) and related key- agreemen t proto cols are activ ely explored (for exam- ple, in [5]{[7]). Among them, let us note that the DH problem for a subgroup with a smo oth index is p olynomial-time equiv alen t to the DH problem for the original group [6]. Therefore, w e assume the following problem is su�cien tly di�cult and that there exists no probabilistic p olynomial-time algorithm whic h can solv e it with non-negligible probabilit y . [ P r obl em1 ] F or giv en u I (= g k I mo d p ) and u R (= g k R mo d p ), compute K I R = g k I k R (= K R I ). Regarding the securit y of the prop osed three-pass pro- to col against passive eav esdropping, w e ha v e the fol- lo wing theorem: [ T heor em I ] If an oracle C can compute K RI (= K I R ) with non- negligible probability b y ea v esdropping on the com- m unication b etw een any pair of I and R with an y hash function, then there exists a probabilistic p olynomial- time algorithm A C whic h can solve Problem 1 with non-negligible probability . (Pr o of ) F or a given instance ( u I ; u R ) of Problem 1, A C sim ulates the execution of the prop osed proto col b y I and R in the follo wing w a y: 1. Get a timestamp T S I .

2. A C randomly picks e R ; w R from Z q , computes s R = u w R R P K e R � w R R mo d p , and then computes the extra hash as H = hash ( s R ; u R ; u I ). 3. A C randomly picks e I ; w I from Z q , computes s I = u w I I P K e I � w I I mo d p . Subsequen tly , the resulting materials u I , I D I , T S I , u R , e R , w R , I D R , H , e I , and w I are forwarded from A C to C . Finally , A C can solve the DH prob- lem b y obtaining the outputs of C for these forwarded inputs. 2 The prop osed proto col is thus secure against pas- siv e ea v esdropping. 4.2 DoS A ttac k W e consider CPU-exhaustion DoS attack assum- ing that memory resources can maintain su�cient amoun t of precomputed materials. Sp eci�cally , the prop osed proto col is compared with a reduced version whic h omits the extra hash. When an attack er A wan ts his target to com- pute ~ s I in Step ((8)), A himself m ust compute ~ s R in Step ((6)) in the prop osed proto col. By contrast, in the reduced version, A can do the same attack b y sending totally b ogus message in Step ((7)) without computing ~ s R in Step ((6)). Since u R is not known in adv ance, the di�erence b et w een the cost of attack in the prop ose proto col and in the reduced version is equiv alen t to 2 mo dular exp onen tiations ev en with the help of fast simultaneous m ultiple exp onen tia- tion technique whic h is attributed b y ElGamal[8] to Shamir and w ell summarized in [2]. This is b ecause u R is not known to the initiator in adv ance. 5 Conclusions In search of DoS-resistant v ersion of authen ticated k ey-agreemen t proto cols with public-key infrastruc- ture, \falling-together" strategy was prop osed. This discourages DoS attac k ers from exhausting CPU re- source of the target; CPU-exhaustion DoS attack im- p oses exp ensive computation on the attack ers them- selv es. The strategy was subsequen tly applied to authen- ticated Di�e-Hellman key-agreemen t proto col. Gen- eration of ac kno wledgmen t material commits the at- tac k er to p erform a fairly hea vy computation that can b e easily chec k ed b y the resp onder. Th us the attac k er fears his o wn resource exhaustion. Curren tly explored issue is resistance against an- other t yp e of DoS attack suc h as storage exhaustion b y the use of half connection. References [1] W. Di�e and M. Hellman. \New directions in cryptograph y". IEEE T r ans. Information The ory , V ol. IT-22, No. 6, pp. 644{654, 1976. [2] A. Menezes, P . v an Oorschot, and S. V anstone. \Handb o ok of Applied Cryptograph y". CRC Press, Florida, 1996. [3] S. Hirose and S. Y oshida. \An Authenticated Di�e-Hellman Key Agreemen t Proto col Secure against Activ e A ttac ks". In Pr o c. of 1998 Interna- tional Workshop on Pr actic e and The ory in Pub- lic Key Crypto gr aphy (PKC’98) , Lecture Notes in Computer Science 1431, Springer-V erlag, pp. 135{ 148, 1998. [4] D. Harkins and D. Carrel. \The resolution of ISAKMP with Oakley". Internet dr aft , draft-ietf- ipsec-isakmp-oakley- � .txt [5] U. M. Maurer. \T o w ards the equiv alence of break- ing the Di�e-Hellman proto col and computing discrete logarithms". In Y. Desmedt, editor, A d- vanc es in Cryptolo gy | CR YPTO’94 , Lecture Notes in Computer Science 839, Springer-V erlag, pp. 271{281, 1994. [6] U. M. Maurer and S. W olf. \Di�e-Hellman oracles ". In N. Koblitz, editor, A dvanc es in Cryptolo gy | CR YPTO’96 , Lecture Notes in Computer Science 1109, Springer-V erlag, pp. 268{282, 1996. [7] S. Blak e-Wilson, D. Johnson, and A. Menezes. \Key agreement proto cols and their securit y anal- ysis". In The Sixth IMA International Confer enc e on Crypto gr aphy and Co ding , Cirencester, Eng- land, December 1997. [8] T. ElGamal. \A public key cryptosystem and a signature scheme based on discrete logarithms". IEEE T r ans. Information The ory , V ol. IT-31, No. 4, pp. 469{472, 1985.

(Initiator) (Resp onder) Step Secret k ey: S K I 2 R [1 ; 2 ; � � � ; q � 2] Secret key: S K R 2 R [1 ; 2 ; � � � ; q � 2] Public k ey: P K I = g S K I mo d p Public key: P K R = g S K R mo d p k I ; r I 2 R [1 ; 2 ; � � � ; q � 2] k R ; r R 2 R [1 ; 2 ; � � � ; q � 2] ((1)) u I = g k I mo d p u R = g k R mo d p s I = g r I mo d p s R = g r R mo d p ((2)) Get a timestamp T S I . ((3)) f u I ; I D I ; T S I g ) Chec k if T S I is acceptable. ((4)) e R = hash ( s R ; u R ; u I ; I D R ; I D I ; T S I ) w R = r R = ( k R + e R S K R ) mo d q ((5)) ( f u R ; e R ; w R ; I D R g ~ s R = u w R R P K e R � w R R mo d p Check e R = hash ( ~ s R ; u R ; u I ; I D R ; I D I ; T S I ) ? If successful, ((6)) H = hash ( ~ s R ; u R ; u I ) K I R = u k I R mo d p H T S I = hash ( T S I ) z I = K H K I R ( H T S I ) e I = hash ( s I ; u I ; u R ; I D I ; I D R ; H T S I ; z I ) w I = r I = ( k I + e I S K I ) mo d q ((7)) f H ; e I ; w I g ) Chec k H = hash ( s R ; u R ; u I ) ? If successful, ~ s I = u w I I P K e I � w I I mo d p K RI = u k R I mo d p ((8)) H T S R = hash ( T S I ). z R = K H K RI ( H T S R ) Chec k e I = hash ( ~ s I ; u I ; u R ; I D I ; I D R ; H T S R ; z R ) ? ((9)) Accept K I R as the session key . Accept K RI as the session key . Figure 2: Prop osed v ersion of authenticated Di�e-Hellman k ey-agreemen t proto col. I D I and I D R are the IDs of the initiator and of the resp onder, resp ectively . T S I is a timestamp on the initiator’s request message. ~ s I and ~ s R indicate reco v ered v alues of s I and of s R , resp ectively . hash ( � ) represen ts a one-wa y hash function, and K H k ( � ) represents a key ed hash function under a k ey k . H pla ys a role of \ac kno wledgmen t material" in our falling-together trick.