SCIS’99 The 1999 Symp osium on Cryptography and Information Security Kob e, Japan, January 26-29, 1999 The Institute of Electronics, Information and Communication Engineers H/ ?. %U %# %k %? %j %s %0 4D 6- 2< $N 80 6& M- %W %m %H %3 %k $K $* $1 $k JD :I N( I> 2A Blo c king Probabilit y in Key-Agreemen t Proto col with Ingress Filtering >> 1: 44 B@ � Kan ta MA TSUURA :# 0f =( <y � Hideki IMAI Abstract| P articipan ts of key-agreemen t proto col are recognized as a server-and-clien t pair; the initiator (clien t) �rst sends a request to the resp onder (serv er) which is a p otential target of Denial- of-Service (DoS) attack. If a malicious initiator launches quite a large n um ber of b ogus requests to an honest resp onder, computational and/or memory resource of the resp onder may b e exhausted. One strategy to limit the num b er of suc h b ogus requests is network ingr ess �ltering ; lo cal routers restricts outgoing tra�c which originates from a downstream netw ork to known legitimate pre�xes. Another strategy is fal ling-to gether me chanism in which DoS attac ks imp ose exp ensive computation on the attac k ers themselv es. This pap er ev aluates these t w o strategies in a statistically equilibrated situation. Keywords: denial-of-service attac k; netw ork ingress �lter; k ey-agreemen t proto col; falling-together mec hanism; authen tication. 1 $O $8 $a $K %* !< %W %s $J %M %C %H %o !< %/ $G 0B A4 $J DL ?. $r 9T $& $? $a $K $O !" $$ $+ $K %; %C %7 %g %s 80 $r 6& M- $9 $k $+ $, Bg JQ =E MW $G $" $k !# Nc $( $P %$ %s %? !< %M %C %H $G $O !" ISAKMP(Internet Securit y Asso ciation and Key Management Proto col)/Oakley 80 6& M- %W %m %H %3 %k [1] $, I8 =‘ E* $J J} <0 $H $7 $F 3+ H/ $5 $l $F $$ $k !# ISAKMP/Oakley $O !" <~ CN $N Di�e-Hellman(DH) 80 6& M- %W %m %H %3 %k [2] $K 4p $E $$ $F $* $j !" %W %m %H %3 %k ;2 2C <T $N 4V $K F~ $C $F AP J} $K BP $7 $F $J $j $9 $^ $7 $r 9T $& Cf 4V 0l CW 96 7b BP :v $N $? $a !" G’ >Z %a %+ %K %: %‘ $, AH $_ 9~ $^ $l $F $$ $k !# $H $3 $m $, !" $H $j $o $1 8x 3+ 80 $r Mx MQ $7 $? J} <0 $G $O !" G’ >Z $K MW $9 $k %3 %9 %H $, %5 !< %S %9 K8 32 (Denial-of-Service: DoS) 96 7b $K 0- MQ $5 $l $+ $M $J $$ !# $9 $J $o $A !" $G $? $i $a $J %j %/ %( %9 %H $r <! !9 $H Aw $i $l $? >l 9g !" $= $l $i $9 $Y $F $K BP $7 $F ?? LL L\ $K 8! >Z :n 6H $r $9 $k 1~ Ez <T $O 7W ;; 5! ;q 8; $r ;H $$ 2L $? $7 $F $7 $^ $C $F $D $$ $K $O %5 !< %S %9 IT G= >u BV $K 4Y $k 62 $l $, $" $k !# %5 !< %S %9 K8 32 96 7b $r KI ;_ $^ $? $O M^ @) $9 $k <j CJ $H $7 $F !" Nc $( $P %$ %s %? !< %M %C %H $G $O !" Net w ork Ingress Filtering $, RF C(Informational) $H $J $C $F $$ $k [3] !# $3 $l $O !" %m !< %+ %k %k !< %? $, 30 It $X 8~ $+ $& %Q %1 %C %H $N Aw ?. 85 %" %I %l %9 $r %A %’ %C %/ $7 !" <+ J, $N 4I 3m 30 $N IT @5 $J !J $^ $? $O 8m $C $? !K $b $N $O GK 4~ $9 $k $H $$ $& $b $N $G $" $k !# $^ $? JL $N BP :v $H $7 $F !" � El 5~ Bg 3X @8 ;: 5; =Q 8& 5f =j ") 106-8558 9A 6h O; K\ LZ 7-22-1. Institute of Industrial Science, the Univ ersit y of T oky o Ropp ongi 7-22-1, Minato-ku, T oky o 106-8558, JAP AN. 96 7b <T $K $b 1~ Ez <T JB $N 7W ;; 5! ;q 8; >C Hq $r M> 57 $J $/ $5 $; $k !V 6& E] $l J} <0 !W $, 8! F$ $5 $l $F $$ $k [4],[5] !# $? $@ $7 !" $3 $l $i 2 $D $N BP :v $N Dj NL E* $J 8z 2L $O I, $: $7 $b <+ L@ $G $O $J $$ !# $= $3 $G !" K\ 9F $G $O !" C1 =c 2= $7 $? JD :I 7O %b %G %k $r 2> Dj $7 !" Net w ork Ingress Filter $N $h $& $J H/ ?. %U %# %k %? $, <B Au $5 $l $? %M %C %H %o !< %/ $K $* $$ $F !" 6& E] $l J} <0 80 6& M- %W %m %H %3 %k $N %5 !< %S %9 K8 32 96 7b BQ @- $r I> 2A $9 $k !# 2 %5 !< %S %9 K8 32 96 7b BP :v 2.1 Netw ork Ingress Filtering Net w ork Ingress Filter $O !" 56 $N IP %" %I %l %9 $r Aw ?. 85 %" %I %l %9 $K MQ $$ $? 96 7b $r M^ @) $9 $k !# %m !< %+ %k %k !< %? 4I 3m Fb $N @5 Ev $J %" %I %l %9 $r MQ $$ $? %5 !< %S %9 K8 32 96 7b $r KI $0 $o $1 $G $O $J $$ $, !" :a $K Ld $o $l $? $/ $J $$ 96 7b <T $K !J $= $N 96 7b <T $H D> 7k $7 $? $o $1 $G $O $J $$ $H $7 $F $b !K 4I 3m Fb $N %" %I %l %9 $r ;H MQ $5 $; $k 8z 2L $, 4| BT $G $- $k !# %m !< %+ %k %k !< %? $, MQ $$ $k %k !< %k $O !" RFC $G $O <! $N $h $& $K 5, Dj $5 $l $F $$ $k [3] !# � %Q %1 %C %H $N Aw ?. 85 %" %I %l %9 $, @5 Ev $J %W %l %U %# %C %/ %9 $N HO 0O Fb $J $i $P !" 9g 3J $H $7 $F %U %) %o !< %I $9 $k !# � $= $& $G $J $1 $l $P !" %Q %1 %C %H $r 4~ 5Q $9 $k !# %M %C %H %o !< %/ 4I M} <T $O !" 4~ 5Q $7 $? %Q %1 %C %H $K 4X $9 $k >p Js $r %m %0 $K ;D $9 $Y $- $G $" $k $H $5 $l $F $$ $k !# $3 $l $O !" IT ?3 $J 5s F0 $r %b %K %? !< $9 $k $? $a $G $" $k !#

>e 5- $N %A %’ %C %/ $K 9g 3J $9 $k %" %I %l %9 $7 $+ %5 !< %S %9 K8 32 96 7b $K Mx MQ $7 $J $$ $H $9 $l $P !" C; ;~ 4V $K H/ ?. $9 $k IT @5 $J %j %/ %( %9 %H $N Am ?t $, M^ $( $i $l $k !# $= $N 7k 2L !" %" %I %l %9 $r 56 >N $7 $? 96 7b $N Ld Bj $, $" $k Dx EY $O 2r 7h $5 $l $k $b $N $H 4| BT $5 $l $k !# 2.2 80 6& M- %W %m %H %3 %k $N 2~ NI $3 $3 $G $O !" DL ?. Ii 2Y $N >/ $J $$ 80 6& M- %W %m %H %3 %k $H $7 $F !" %a %C %; !< %8 %Q %9 $, 3 2s $N $b $N $r 9M $( $k !# $= $N $h $& $J 3 %Q %9 $N 80 6& M- %W %m %H %3 %k $O !" ?^ 1 $N $h $& $J 9= B$ $H $7 $F B* $( $l $P $o $+ $j $d $9 $$ !# $= $3 $G $O !" %W %m %H %3 %k $N ;O F0 <T (Initiator) $r I !" 1~ Ez <T (Resp onder) $r R $H I= 5- $7 $F $$ $k !# ;O F0 <T $H 1~ Ez <T $, F1 $8 8x 3+ 80 %$ %s %U %i %9 %H %i %/ %A %c !< $r Mx MQ 2D G= $G $" $k $H 2> Dj $7 !" H‘ $i $N ( 8x 3+ 80 , Hk L) 80 ) BP $r $= $l $> $l ( P K I ; S K I ), ( P K R ; S K R ) $H I= 5- $7 $F $$ $k !# 6& E] $l J} <0 [4],[5] $r :N MQ $7 $? $1 $l $P !" 0J 2< $N J} ?K $K $7 $? $, $C $F %W %m %H %3 %k $r @_ 7W $9 $k !# 1. %9 %F %C %W ((4)) $G $O !" $Y $- >h >j M> 1i ;; $N $h $& $K Ii 2Y $N 9b $$ 7W ;; $r Hr $1 $k !# 2. %a %C %; !< %8 ((5)) $G !" %9 %F %C %W ((6)) $K $* $$ $F Ii 2Y $N 9b $$ 7W ;; $r <B 9T $7 $J $1 $l $P I| 85 $G $- $J $$ 7A $G implicit $K %i %s %@ %‘ $J %Q %i %a !< %? $r Aw $k !# $3 $N %Q %i %a !< %? $r !" 0J 9_ $G $O !" C1 $K %i %s %@ %‘ %Q %i %a !< %? $H 8F $V $3 $H $K $9 $k !# 3. %i %s %@ %‘ %Q %i %a !< %? $b G’ >Z $K Mx MQ $9 $k !# 4. %a %C %; !< %8 ((7)) $K $O !" @5 $7 $/ I| 85 $5 $l $? %i %s %@ %‘ %Q %i %a !< %? $r CN $i $J $1 $l $P @8 @. $G $- $J $$ %Q %i %a !< %? $r 4^ $^ $; $k !# $3 $N %Q %i %a !< %? $r !" 3N G’ %Q %i %a !< %? $H 8F $V $3 $H $K $9 $k !# 5. %9 %F %C %W ((8)) $N ;O $a $K !" 3N G’ %Q %i %a !< %? $r 8! >Z $9 $k !# $3 $N 8! >Z :n 6H $O !" %9 %F %C %W ((6)) $N %i %s %@ %‘ %Q %i %a !< %? I| 85 :n 6H $H Hf $Y $F !" 7W ;; Ii 2Y $, 7Z $$ $b $N $G $J $1 $l $P $J $i $J $$ !# 0J >e $N J} ?K $K => $C $? 80 6& M- %W %m %H %3 %k $G $O !" %9 %F %C %W ((8)) $G 3N G’ %Q %i %a !< %? $r 8! >Z $7 $? 8e $K 9T $& Ii 2Y $N 9b $$ 7W ;; $r 1~ Ez <T $K 6/ $$ $k $? $a $K $O !" %5 !< %S %9 K8 32 96 7b <T $b %9 %F %C %W ((6)) $G $= $l Aj 1~ $N 7W ;; 5! ;q 8; $r >C Hq $7 $J $1 $l $P $J $i $J $$ !# $3 $N ;E AH $_ $, !" %5 !< %S %9 K8 32 96 7b M^ ;_ :v $H $7 $F 4| BT $5 $l $k !# $? $@ $7 !" %a %b %j $, IT == J, $J $i $P %9 %F %C %W ((4)) $G MQ $$ $k ;v A0 7W ;; CM $, 8O 3i $9 $k 62 $l $, $" $j !" Dj NL E* $J 8z 2L !J $I $N Dx EY $N 3N N( $G 1~ Ez <T $N Ak 8} $, JD :I $9 $k $+ !K $O <+ L@ $G $O $J $$ !# ;O F0 <T (I) 1~ Ez <T (R) ((1)) ;v A0 7W ;; ;v A0 7W ;; P K R , S K I ((2)) $r ;H $C $? 7W ;; ((3)) %j %/ %( %9 %H ) P K I , S K R ((4)) $r ;H $C $? 7W ;; ((5)) ( 1~ Ez P K R , S K I ((6)) $r ;H $C $? 7W ;; ((7)) 1~ Ez 3N G’ ) P K I and/or S K R ((8)) $r ;H $C $? 7W ;; ((9)) %; %C %7 %g %s 80 3N N) %; %C %7 %g %s 80 3N N) ?^ 1: 3 %Q %9 80 6& M- %W %m %H %3 %k $N E5 7? E* $J 9= B$ . 3 I> 2A %b %G %k 1~ Ez <T $, == J, $J %a %b %j ;q 8; $r M- $7 $F $* $j ;v A0 7W ;; CM $N C_ $( $, 8O 3i $7 $J $$ $J $i $P !" 6& E] $l J} <0 $N %a %+ %K %: %‘ $G %5 !< %S %9 K8 32 $r M^ ;_ $G $- $k !# $3 $3 $G $O !" $= $& $G $J $$ >l 9g $K $D $$ $F !" %M %C %H %o !< %/ $, H/ ?. %U %# %k %? $r <B Au $7 $F $$ $k $H 2> Dj $7 $F I> 2A $r 9T $& !# 6q BN E* $K $O !" 0J 2< $N $h $& $K C1 =c 2= $7 $? %b %G %k $r MQ $$ $k !# 1. 96 7b <T $, 1 2s $N 96 7b $G Aw $j $D $1 $k $G $? $i $a $J %j %/ %( %9 %H $N ?t $O 0l Dj !J M 8D $H $9 $k !K $G $" $k !# 2. 1~ Ez <T $, C_ $( $k $3 $H $N $G $- $k ;v A0 7W ;; CM $O !" C AH $^ $G $G $" $k !# $3 $l $r ;v A0 7W ;; MF NL $H 8F $V !# 3. ;~ 0h [ t; t + dt ] $N 4V $K 1 $D $N %5 !< %S %9 K8 32 96 7b $, E~ Mh $9 $k 3N N( $O dt $K Hf Nc $7 !" D � dt $G $" $k !# D $r 96 7b @8 5/ N( $H 8F $V !# 4. ;~ 0h [ t; t + dt ] $N 4V $K @5 Ev $J %j %/ %( %9 %H $, E~ Mh $9 $k 3N N( $O dt $K Hf Nc $7 !" R � dt $G $" $k !# R $r MW 5a @8 5/ N( $H 8F $V !# 5. ;~ 0h [ t; t + dt ] $N 4V $K ?7 $? $J ;v A0 7W ;; CM $r 1 AH 7W ;; $G $- $k 3N N( $O dt $K Hf Nc $7 !" U � dt $G $" $k !# U $r ;v A0 7W ;; G= N( $H 8F $V !# 6. %7 %9 %F %‘ $O JD :I 7O $G $" $k !# $9 $J $o $A !" ;v A0 7W ;; CM $N C_ $( $, ?T $- $? >u BV $G E~ Mh $7 $? %j %/ %( %9 %H $O BT $A 9T Ns $K JB $Y $i $l $k $N $G $O $J $/ !" 4~ 5Q $5 $l $k !# 7. %7 %9 %F %‘ $O !" E} 7W E* J? 9U >u BV $K $" $k !# $3 $N ;~ !" >u BV A+ 0\ ?^ $O ?^ 2 $N $h $& $K $J $k !# 3F >u BV $O !" 1~ Ez <T $, J] ;} $7 $F $$ $k ;v A0 7W ;; CM $N AH ?t $G I= $9 !#

?^ 2: H/ ?. %U %# %k %? $, <B Au $5 $l $? %M %C %H %o !< %/ $K $* $1 $k 80 6& M- %W %m %H %3 %k 1~ Ez <T $N >u BV A+ 0\ ?^ . 3F >u BV $O , 1~ Ez <T $, J] ;} $7 $F $$ $k ;v A0 7W ;; CM $N AH ?t ( :G Bg $G C ) $G I= $9 . >u BV A+ 0\ ?^ $+ $i >u BV J} Dx <0 $r =q $- 2< $; $P !" dP C dt = U P C � 1 � ( D + R ) P C (1) dP i dt = U P i � 1 � ( D + R + U ) P i + R P i +1 (2) ( C � M < i < C ) dP i dt = U P i � 1 � ( D + R + U ) P i + RP i +1 + D P i + M (3) (0 < i � C � M ) dP 0 dt = � U P 0 + RP 1 + D M X j =1 P j (4) $H $J $k !# $? $@ $7 !" P i $O 1~ Ez <T $, >u BV i $K $" $k 3N N( $G $" $k !# E} 7W E* J? 9U >u BV $G $O !" ;~ 4V Hy J, $r 0 $H $* $$ $? U P C � 1 � ( D + R ) P C = 0 (5) U P i � 1 � ( D + R + U ) P i + RP i +1 = 0 (6) ( C � M < i < C ) U P i � 1 � ( D + R + U ) P i + RP i +1 + D P i + M = 0 (7) (0 < i � C � M ) $r C X j =0 P j = 1 (8) $H O" N) $5 $; $F 2r $1 $P !" 3N N( P 0 , P 1 , � � � , P C $r 5a $a $k $3 $H $, $G $- $k !# $= $7 $F !" P 0 $r JD :I N( $H $7 $F %5 !< %S %9 K8 32 96 7b BQ @- $r I> 2A $9 $k !# $J $* !" O" N) 0l <! J} Dx <0 $N 78 ?t 9T Ns $O AB $J 9T Ns $J $N $G !" 9b B. $J 7W ;; %k !< %A %s $, Mx MQ 2D G= $G $" $k !# 4 I> 2A 7k 2L $^ $: !" ;v A0 7W ;; MF NL $r C = 10000 $H $7 $F !" JD :I N( $H 96 7b @8 5/ N( $N 4X 78 $r D4 $Y $? !# RSA 9g @. ?t $d ElGamal 0E 9f $G >h K! 72 $r 5, Dj $9 $k AG ?t $N %5 %$ %: $, 1024bit Dx EY $N 0B A4 @- $r 2> Dj $9 $k $H !" ;v A0 7W ;; MF NL C = 10000 $O 35 $M ?t MB Dx EY $N %a %b %j ;q 8; $K Aj Ev $9 $k !# $= $N B> $N %Q %i %a !< %? $r I= 1 $N $h $& $K @_ Dj $7 $? ;~ $N I> 2A 7k 2L $r !" ?^ 3 $K <( $9 !# I= 1: I> 2A $G MQ $$ $? %Q %i %a !< %? @_ Dj . %Q %i %a !< %? CM Hw 9M M 256 %/ %i %9 #C $N IP %" %I %l %9 U 1.0 C1 0L R 0.001 Kh J, ?t 8D $N @5 >o $J MW 5a

<! $K !" ;v A0 7W ;; MF NL $r C = 1000 $H $7 $F !" JD :I N( $H 96 7b @8 5/ N( $N 4X 78 $r D4 $Y $? >l 9g $N 7k 2L $r ?^ 4 $K <( $9 !# $= $N B> $N %Q %i %a !< %? @_ Dj $O !" F1 $8 $G $" $k !# $3 $l $i $N 7k 2L $O !" 0J 2< $N $h $& $K $^ $H $a $k $3 $H $, $G $- $k !# � $? $H $( 96 7b @8 5/ N( $, 0.1 !J MW 5a @8 5/ N( $N 100 G\ !" $D $^ $j !" Kh J, ?t 8D Mh $k @5 >o $J MW 5a $N 100 M = 25600 G\ $N $G $? $i $a $J MW 5a $K =1 $o $l $k >l 9g !K $G $" $C $F $b !" JD :I N( P 0 $O 10% $K K~ $? $J $$ !# � 96 7b @8 5/ N( $, 0.007 $r 1[ $( $l $P !" JD :I N( $N FC @- $O ;v A0 7W ;; MF NL C $, 10000 !J ?t MB Dx EY $N %a %b %j ;q 8; $K Aj Ev !K $G $" $C $F $b 1000 $G $" $C $F $b F1 $8 $G !" 96 7b @8 5/ N( $K BP $7 $F 0l <! 4X ?t E* $K A} Bg $9 $k !# � ;v A0 7W ;; MF NL C $, 10000 $N >l 9g !" JD :I N( $, 0.001% $r 1[ $( $k 6- 3& $r M? $( $k 96 7b @8 5/ N( $O !" C $, 1000 $N >l 9g $N $[ $\ 2 G\ $G $" $k !# 5 $‘ $9 $S K\ 9F $G $O !" H/ ?. %U %# %k %? %j %s %0 4D 6- 2< $N E} 7W E* J? 9U >u BV $G !" 80 6& M- %W %m %H %3 %k $N 1~ Ez <T $N JD :I N( $r I> 2A $7 $? !# $= $N 7k 2L !" %/ %i %9 C $N IP %" %I %l %9 $r 4I 3m $9 $k %m !< %+ %k %k !< %? $, %U %# %k %? %j %s %0 $7 $F $$ $k $H $$ $& Dx EY $N A0 Ds $G !" ?t I4 KB $N %a %b %j $r ;v A0 7W ;; CM MQ $K =‘ Hw $9 $l $P JD :I N( $, 10% $K M^ $( $i $l $? !# %a %b %j $r $= $N 10 G\ $K A} $d $7 $? >l 9g $N 8z 2L $O !" <g $H $7 $F !" JD :I N( $, 0.5% $r 2< 2s $k >l 9g $K 8= $l $? !# $3 $l $i $O C1 =c 2= $7 $? %b %G %k $K 4p $E $$ $F $O $$ $k $, !" 80 6& M- %W %m %H %3 %k $K AH $_ 9~ $s $@ 6& E] $l J} <0 $N 8z 2L $r == J, $K $O $H $j F~ $l $F $$ $J $$ $H $$ $& 0U L# $G !" 95 $( L\ $J I> 2A $H $J $C $F $$ $k $H 9M $( $i $l $k !# <B :] $K $O !" $G $? $i $a $J MW 5a $K BP $7 $F $O ;v A0 7W ;; 0J 30 $N 7W ;; Ii 2Y $r $[ $H $s $I Ii $o $J $$ $3 $H $+ $i !" @5 >o $J MW 5a $N >l 9g $h $j $b ;v A0 7W ;; G= N( $, >e $, $k $3 $H $, 4| BT $G $- $k !# :# 8e $O !" $= $N $h $& $J LL $G $h $j F’ $_ 9~ $s $@ 2r @O $b 9T $& M= Dj $G $" $k !# <U <- : K\ 8& 5f $N 0l It $O !" F| K\ 3X =Q ?6 6= 2q $N L$ Mh 3+ Bs 3X =Q ?d ?J ;v 6H JSPS-RFTF 96P00604 $N ;Y 1g $r <u $1 $? !# ;2 9M J8 8% [1] D. Harkins and D. Carrel. \The resolution of ISAKMP with Oakley". Internet Dr aft (Work in pr o gr ess) [2] W. Di�e and M. Hellman. \New directions in cryptograph y". IEEE T r ans. Information The ory , V ol. IT-22, No. 6, pp. 644{654, 1976. [3] P . F erguson and D. Senie. \Net w ork Ingress Fil- tering: Defeating Denial of Service A ttac ks whic h emplo y IP Source Address Sp o o�ng". RF C2267, Jan uary 1998. [4] W" @% >! 0l , >> 1: 44 B@ . \ %5 !< %S %9 5q H] 96 7b $K BP $7 $F BQ @- $N $" $k 80 6& M- %W %m %H %3 %k ". EE ;R >p Js DL ?. 3X 2q 1998 G/ 4p AC !& 6- 3& %= %5 %$ %( %F %# Bg 2q , A{7{7, 1998. [5] K. Matsuura and H. Imai. \Protection of authen- ticated k ey-agreemen t proto col against a Denial-of- Service attac k". Pr o c e e dings of 1998 International Symp osium on Information The ory and Its Appli- c ations (ISIT A’98) , pp. 466{470, Octob er 1998.

(a) D � 0 : 1 (b) D � 0 : 01 ?^ 3: ;v A0 7W ;; MF NL $, 10000 $G $" $k >l 9g $N JD :I N( FC @- .

(a) D � 0 : 1 (b) D � 0 : 01 ?^ 4: ;v A0 7W ;; MF NL $, 1000 $G $" $k >l 9g $N JD :I N( FC @- .