80 6& M- %W %m %H %3 %k $H %Q %1 %C %H @) 8f $K 4X $9 $k 0l 9M ;! A Study on P ac k et Con trol in Key-Agreemen t Proto cols >> 1: 44 B@ � :# 0f =( <y � Kan ta Matsuura Hideki Imai Abstract |Depending on the proto col design, Denial- of-Service (DoS) attac ks ma y threaten key-agreemen t proto cols. Since veri�cation cost might b e abused for DoS, authen tication algorithms/mechanisms should b e designed in a DoS-resistan t w a y . In addition, DoS- resistance ma y dep end on pac k et-con trol mec hanisms, to o. This pap er studies the e�ect of random pack et discarding. The results sho w (1) that simple random discarding impro v es the blo cking probability (BP) in- signi�can tly in in terested region such as BP > 1% and (2) that p erformance reduction for inno cent initiators are rather signi�cant. This trade-o� can b e impro v ed b y using more sophisticated discarding p olicies. Keyw ords | key-agreemen t proto col, authen tication, Denial-of-Service attac k, pac k et control. 1 $O $8 $a $K 80 6& M- %W %m %H %3 %k $G $O !" $U $D $& !" @5 $7 $$ Aj <j $H $d $j $H $j $7 $F $$ $k $3 $H $r 3N G’ $9 $k I, MW $, $" $k !# $= $3 $G !" 8x 3+ 80 $r Mx MQ $7 $F 2? $i $+ $N G’ >Z $, $J $5 $l $k $3 $H $, B? $$ $, !" $= $N 7k 2L $H $7 $F %W %m %H %3 %k $K $Y $- >h >j M> 1i ;; $N $h $& $J Hf 3S E* Ii 2Y $N 9b $$ 7W ;; %W %m %; %9 $, IU 2C $5 $l $k !# $= $N $? $a !" IT @5 $J @\ B3 MW 5a <T $, $G $? $i $a $J MW 5a $r Aw $j B3 $1 $l $P !" 1~ Ez <T $O $= $l $i $N G’ >Z :n 6H $K B? Bg $J 7W ;; 5! ;q 8; $r O2 Hq $; $M $P $J $i $: !" $D $$ $K $O %7 %9 %F %‘ %@ %& %s $r >7 $/ 62 $l $, $" $k !# $3 $l $O %5 !< %S %9 K8 32 (DoS: Denial-of-Service) 96 7b $N 1 <o $G $" $j !" %; %- %e %j %F %# 5! G= $N F3 F~ $= $N $b $N $r 6< $+ $9 Bg $- $J Ld Bj $G $" $k !# $3 $N $h $& $J CPU 8O 3i 7? $N 96 7b BP :v $H $7 $F 96 7b <T $K $b 7W ;; 5! ;q 8; $N O2 Hq $r 6/ @) $9 $k $3 $H $, Ds 0F $5 $l [1], [2] !" %5 !< %P $, Mx MQ 2D G= $K $J $k JD :I N( $r 7W ;; $9 $k $3 $H $K $h $C $F K8 32 BQ @- $, I> 2A $5 $l $F $$ $k [3], [4] !# K\ 9F $G $O !" #3 2s $N %a %C %; !< %8 <x <u $+ $i @. $k %W %m %H %3 %k $K %i %s %@ %‘ %Q %1 %C %H 4~ 5Q $H $$ $& @) 8f J} <0 $r 2C $( $? >l 9g $K JD :I N( $, <u $1 $k 1F 6A $r 9M ;! $9 $k !# � El 5~ Bg 3X @8 ;: 5; =Q 8& 5f =j . ") 106-8558 9A 6h O; K\ LZ 7-22-1. Insti- tute of Industrial Science, Universit y of T oky o, Ropp ongi 7-22- 1, Minato-ku, T oky o 106-8558, JAP AN. E-mail: k an ta@iis.u- toky o.ac.jp, imai@iis.u-tokyo.ac.jp 2 %5 !< %S %9 K8 32 96 7b BP :v CPU 8O 3i BP :v $H $7 $F Ds 0F $5 $l $? 4p K\ J} ?K $O 0J 2< $N DL $j $G $" $k !# %W %m %H %3 %k 9= @. $O !" :G =i $K ;O F0 <T $, MW 5a %a %C %; !< %8 $r Aw $j !" 1~ Ez <T $, 1~ Ez %a %C %; !< %8 $r JV $7 !" $= $l $K BP $7 $F $5 $i $K ;O F0 <T $, 3N G’ %a %C %; !< %8 $r 1~ Ez <T $X Aw $j JV $9 $H $$ $& #3 %Q %9 $N $b $N $r A[ Dj $7 $F $$ $k !# 1. $Y $- >h >j M> 1i ;; $N $h $& $K Ii 2Y $N 9b $$ 7W ;; $r !" MW 5a %a %C %; !< %8 <u IU D> 8e $K 9T $o $J $$ !# 2. 1~ Ez %a %C %; !< %8 $K %i %s %@ %‘ $J %Q %i %a !< %? $r 0E $K 4^ $^ $; !" $= $l $r I| 85 $9 $k $? $a $K $O ;O F0 <T $, $Y $- >h >j M> 1i ;; $N $h $& $K Ii 2Y $N 9b $$ 7W ;; $r $7 $J $1 $l $P $J $i $J $$ $h $& $K $9 $k !# 3. A0 9‘ $N %i %s %@ %‘ %Q %i %a !< %? $r G’ >Z $K Mx MQ $9 $k !# 4. I| 85 $7 $? %i %s %@ %‘ %Q %i %a !< %? $r MQ $$ $J $1 $l $P @8 @. $G $- $J $$ %Q %i %a !< %? !J $3 $3 $G $O !V 3N G’ %Q %i %a !< %? !W $H 8F $V !K $r !" 3N G’ %a %C %; !< %8 $K 4^ $a $k !# 5. 3N G’ %Q %i %a !< %? $N @8 @. $K @5 $7 $$ %i %s %@ %‘ %Q %i %a !< %? $, ;H $o $l $? $+ $I $& $+ $r !" 3N G’ %a %C %; !< %8 <u IU D> 8e $K %O %C %7 %e 4X ?t $J $I $N Ii 2Y $N Dc $$ 7W ;; $G 3N G’ $G $- $k $h $& $K $9 $k !# 0J >e $N J} ?K $K $7 $? $, $C $? Di�e-Hellman 7? $N 80 6& M- %W %m %H %3 %k $N Nc $r !" ?^ 1 $K <( $9 !# 1~ Ez <T $, 9T $& Ii 2Y $N 9b $$ 7W ;; $G ;O F0 <T $K 0M B8 $9 $k $b $N !J $7 $? $, $C $F ;v A0 7W ;; IT 2D G= $J $b $N !K $O !" !V ;O F0 <T $, %W %m %H %3 %k $K $7 $? $, $C $F !J Ii 2Y $N 9b $$ 7W ;; $G !K 1~ Ez <T $r G’ >Z $7 $? !W $3 $H $, 3N G’ $5 $l $F $+ $i <B 9T $5 $l $k !# $3 $N 7k 2L !" 96 7b <T $O Ho 96 7b <T !J 1~ Ez <T !K $H F1 %l %Y %k $N CPU ;q 8; $r O2 Hq $7 $J $1 $l $P !" %5 !< %S %9 K8 32 $r 9T $& $3 $H $, $G $- $J $$ !# %5 !< %S %9 K8 32 96 7b BP :v $H $7 $F $O !" Co okie $r Mx MQ $7 $F 96 7b <T $N IP %" %I %l %9 Ey $N %; %C %7 %g %s >p Js $b G’ >Z $K MQ $$ $k $b $N $b $" $k [5] !# $3 $l $K $O !" 96 7b <T $, F’ $_ Bf $r @j 5r $7 $F $= $3 $+ $i IT @5 $J %j %/ %( %9 %H $r H/ $9 $k >l 9g $K <e $$ $H $$ $& 7g E@ $, $" $k !# $= $l $K BP $7 !" 96 7b <T $K Ii 2Y $r 6/ $$ $k J} <0 $G $O !" F’ $_ Bf $K $b $" $k Dx EY BP =h $G $- $k !# ?^ 1 $N %W %m %H %3 %k $O !V 1~ Ez <T $, %O %s %0 %" %C %W $9 $k $+ H] $+ $O !" CPU $G $O $J $/ %a %b %j 8O 3i $G 7h Dj $5 $l $k !W $H 2> Dj $7 !" ?^ 2 $N $h $& $J >u BV A+ 0\ ?^ $K $* $1 $k E} 7W E* J? 9U >u BV $r 5a $a $F I> 2A $G $- $k !# 0l J} !" 80 6& M- %W %m %H %3 %k $K 0M B8 $7 $J $$ DoS BP :v $H $7 $F !" @5 Ev $+ IT @5 $+ $K 4X $o $i $: 1~ Ez <T B& $G %i %s %@ %‘ $K %j %/ %( %9 %H $r 4~ 5Q $9 $k $H $$ $& J} K! $b 9M $( $i $l $k !# $= $N Ld Bj E@ $N 0l $D $O !" @5 Ev $J Mx MQ <T $N Mx JX @- $H $N %P %i %s %9 $r $H $k $N

$, Fq $7 $$ $3 $H $G $" $k !# $7 $+ $b !" %P %i %s %9 $r $H $k 0J A0 $K !" %i %s %@ %‘ 4~ 5Q $N 8z 2L $K 4X $9 $k Dj NL E* I> 2A $, IT B- $7 $F $$ $k !# <! >O $G $O !" ?^ 2 $N %b %G %k $r 1~ MQ $7 $? Dj NL E* I> 2A $r Js 9p $9 $k !# 3 %Q %1 %C %H 4~ 5Q $N 1F 6A 1~ Ez <T B& $, %i %s %@ %‘ $K %j %/ %( %9 %H $r 4~ 5Q $9 $k 3N N( $r � =1.0% $H $9 $k !# $3 $N ;~ !" ?^ 2 $K $* $1 $k 96 7b 5, LO M $r (1 � � ) M $G CV $- 49 $( !" MW 5a @8 5/ N( R $r (1 � � ) R $G CV $- 49 $( $F %5 !< %P JD :I N( $r 5a $a $? !# $= $N 7k 2L $r ?^ 3 $K � 0u $G %W %m %C %H $7 $? !# Hf 3S $N $? $a !" %i %s %@ %‘ 4~ 5Q $r 9T $o $J $$ >l 9g $N JD :I N( $r ?^ 3 $K � 0u $G %W %m %C %H $7 $? !# $3 $l $i $O !" ?^ 3 $N 2< J} $N %+ !< %V $G $[ $H $s $I =E $J $C $F $$ $k !# %i %s %@ %‘ 4~ 5Q $9 $k >l 9g !" %5 !< %S %9 K8 32 96 7b $G $J $$ @5 >o $J %j %/ %( %9 %H $b !" 4~ 5Q $5 $l $F $7 $^ $& 2D G= @- $, $" $k !# $9 $J $o $A !" (a) ;v A0 7W ;; CM $, 8O 3i $7 $F JD :I $7 $F $$ $k ;~ $K E~ Mh $7 $? >l 9g $^ $? $O (b) JD :I $7 $F $O $$ $J $$ $, %i %s %@ %‘ 4~ 5Q $K 3] $+ $C $? $? $a <u $1 IU $1 $i $l $J $+ $C $? >l 9g $K 4~ 5Q $5 $l $F $7 $^ $& !# $= $N 3N N( $r F1 $8 $/ ?^ 3 $K � 0u $G %W %m %C %H $7 $? !# (b) $N %Q %? !< %s $G O" B3 $7 $F 4~ 5Q $5 $l $k 3N N( $O N_ >h E* $K 8: >/ $9 $k $N $G Ld Bj $J $$ $H 2r <a $9 $k $3 $H $b $G $- $k $, !" #1 2s @5 >o $J %j %/ %( %9 %H $r H/ $7 $F $= $l $, <u $1 IU $1 $i $l $J $$ 3N N( $O !" ?^ 3 $N >e J} $N 6J @~ $N $h $& $J FC @- $G M? $( $i $l $k !# $= $N 7k 2L @8 $8 $k :F Aw @) 8f Ey $N <j 4V $r $+ $1 $F !" 2< J} $N 6J @~ $N � 0u $+ $i � 0u Dx EY $N JD :I N( 2~ A1 $r 4u K> $9 $k $+ $I $& $+ $I $& $+ $r 9M $( $l $P !" %i %s %@ %‘ $J %Q %1 %C %H 4~ 5Q $O $" $^ $j K> $^ $7 $$ @) 8f J} <0 $G $O $J $$ $H $$ $( $k !# 4 $‘ $9 $S CPU 8O 3i BP :v $r ;\ $7 $F JD :I $r ;v A0 7W ;; CM $N M- L5 $G H= CG $G $- $k $h $& $K $J $l $P !" Dj NL E* $J DoS BQ @- I> 2A $, MF 0W $K $J $k !# K\ 9F $G $O !" $= $3 $G MQ $$ $k I> 2A %b %G %k $K $* $$ $F %i %s %@ %‘ $J %Q %1 %C %H 4~ 5Q $N 8z 2L $r 9M N8 $9 $k J} K! $r =R $Y !" <B :] $K ?t I4 KB Dx EY $N %a %b %j $r 2> Dj $7 $F I> 2A $7 $? !# $= $N 7k 2L !" Kh J, 50000 8D $+ $i 80000 8D Dx EY $N IT @5 $J MW 5a $K =1 $o $l $k >l 9g !" %i %s %@ %‘ $J %Q %1 %C %H 4~ 5Q $N 8z 2L $, $[ $H $s $I $J $$ $3 $H $r L@ $i $+ $K $7 $? !# :# 8e $O !" %i %s %@ %‘ $G $J $$ E, 1~ E* $J %Q %1 %C %H @) 8f J} <0 $N 1F 6A $d !" JD :I $K ;j $k A0 $N Cf 4V E* $J >u BV $K $* $1 $k %Q %U %) !< %^ %s %9 Dc 2< $N Ld Bj Ey $b 9M ;! $7 $? $$ !# ;2 9M J8 8% [1] W" @% >! 0l , >> 1: 44 B@ . %5 !< %S %9 5q H] 96 7b $K BP $7 $F BQ @- $N $" $k 80 6& M- %W %m %H %3 %k . EE ;R >p Js DL ?. 3X 2q 1998 G/ 4p AC !& 6- 3& %= %5 %$ %( %F %# Bg 2q 9V 1i O@ J8 =8 , A{7{7. [2] >> 1: 44 B@ , :# 0f =( <y . 80 6& M- %W %m %H %3 %k $N %5 !< %S %9 K8 32 96 7b BP :v . Bh 21 2s >p Js M} O@ $H $= $N 1~ MQ %7 %s %] %8 %& %‘ M= 9F =8 , pp.719-722, December 1998. [3] K. Matsuura and H. Imai. \Resolution of ISAKMP/ Oakley Key-Agreement Proto col Resistan t against Denial-of-Service A ttac k". In Pr e-Pr o c. of Internet Workshop’99 (IWS’99) , pp. 17{24, F ebruary 1999. [4] Kanta Matsuura and Hideki Imai. \Protection of Au- thenticated Key-Agreement Proto col against a Denial- of-Service A ttac k". Cienti�c a Journal of The National Polyte chnic Institute of Mexic o (to app ear). [5] P . Karn and W. Simpson. \Photuris: Session-Key Man- agement Proto col". rfc2522. Marc h 1999. [6] M. Bellare, R. Canetti, and H. Kraw czyk. \Keying hash functions for message authentication". In A dvanc es in Cryptolo gy | CR YPTO’96 , pp. 1{15, August 1996. Springer-V erlag. Lecture Notes in Computer Science 1109.

;O F0 <T (Initiator) 1~ Ez <T (Resp onder) Step Hk L) 80 : S K I 2 R [1 ; 2 ; � � � ; q � 2] Hk L) 80 : S K R 2 R [1 ; 2 ; � � � ; q � 2] 8x 3+ 80 : P K I = g S K I mo d p 8x 3+ 80 : P K R = g S K R mo d p k I ; r I 2 R [1 ; 2 ; � � � ; q � 2] k R ; r R 2 R [1 ; 2 ; � � � ; q � 2] ((1)) u I = g k I mo d p u R = g k R mo d p s I = g r I mo d p s R = g r R mo d p ((2)) Construct etc . ((3)) f u I ; I D I ; etc g ) Reshap e etc into etc y . ((4)) e R = hash � s R ; u R ; u I ; I D R ; I D I ; etc y � w R = r R = ( k R + e R S K R ) mo d q ((5)) ( f u R ; e R ; w R ; I D R ; etc y g ~ s R = u w R R P K e R � w R R mo d p Chec k e R = hash � ~ s R ; u R ; u I ; I D R ; I D I ; etc y � ? If successful, ((6)) H = hash ( ~ s R ; u R ; u I ) K I R = u k I R mo d p Reshap e etc and etc y into etc z . z I = K H K I R � etc z � e I = hash � s I ; u I ; u R ; I D I ; I D R ; etc y ; z I � w I = r I = ( k I + e I S K I ) mo d q ((7)) f H ; e I ; w I g ) Chec k H = hash ( s R ; u R ; u I ) ? If successful, ~ s I = u w I I P K e I � w I I mo d p K RI = u k R I mo d p ((8)) Reshap e etc and etc y in to etc z . z R = K H K RI � etc z � Chec k e I = hash � ~ s I ; u I ; u R ; I D I ; I D R ; etc y ; z R � ? ((9)) Accept K I R as the session key . Accept K RI as the session k ey . ?^ 1: %5 !< %S %9 K8 32 96 7b BP :v $r ;\ $7 $? 2~ NI 7? Di�e-Hellman 80 6& M- %W %m %H %3 %k $N Nc . p $O Bg $- $J AG ?t , q $O p � 1 $N Bg $- $J AG 0x ?t , g $O Z � p = f 1 ; 2 ; � � � ; p � 1 g $K $* $1 $k 0L ?t q $N 85 $G $" $k . I D I $H I D R $O , $= $l $> $l ;O F0 <T $H 1~ Ez <T $N ID $G $" $k . etc , etc y , etc z $O %W %m %H %3 %k %P !< %8 %g %s $d %* %W %7 %g %s 5- =R ;R , Jd =u E* $J Mp ?t (nonce), %/ %C %- !< (Co okie) $J $I , <B :] $N %W %m %H %3 %k <B Au $G AH $_ 9~ $^ $l $k %Q %i %a !< %? $r I= $9 . ~ s I $H ~ s R $O , $= $l $> $l s I $H s R $r I| 85 $7 $? CM $G $" $k . hash ( � ) $O 0l J} 8~ @- %O %C %7 %e 4X ?t , K H k ( � ) $O 80 ( k ) IU $- %O %C %7 %e 4X ?t [6] $G $" $k .

?^ 2: 80 6& M- %W %m %H %3 %k 1~ Ez <T $N >u BV A+ 0\ ?^ . 3F >u BV $O , 1~ Ez <T $, J] ;} $7 $F $$ $k ;v A0 7W ;; CM u R , s R $N AH ?t ( :G Bg $G C ) $G I= $9 . 96 7b <T $, 1 2s $N 96 7b $G B? ?t ( M 8D $H $9 $k ) $N IT @5 $J MW 5a $r Aw $j $D $1 $k $H , >u BV $O M $@ $1 Dc $/ $J $k . ;~ 0h [ t; t + dt ] $N 4V $K 1 2t $N 96 7b $, E~ Mh $9 $k 3N N( $O dt $K Hf Nc $7 , D � dt $G $" $k . F1 $8 $/ @5 Ev $J %j %/ %( %9 %H $, E~ Mh $9 $k 3N N( $b dt $K Hf Nc $7 , R � dt $G $" $k . ?7 $? $J ;v A0 7W ;; CM $r 1 AH 7W ;; $G $- $k 3N N( $b dt $K Hf Nc $7 , U � dt $G $" $k . ?^ 3: ;v A0 7W ;; MF NL C =1000 $N >l 9g $N JD :I N( FC @- $H 4~ 5Q N( FC @- . 2< J} $N 6J @~ $N � 0u $, %i %s %@ %‘ $K 10% 4~ 5Q $7 $? >l 9g , � 0u $, %i %s %@ %‘ 4~ 5Q $r 9T $o $J $$ >l 9g $N $= $l $> $l JD :I N( FC @- $r <( $9 . >e J} $N 6J @~ $N � 0u $, %i %s %@ %‘ $K 10% 4~ 5Q $7 $? >l 9g $N 4~ 5Q N( FC @- $r <( $9 .