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Abstract: Log is important information for detecting attacks to computer or network systems. Thus,
log needs to be protected against tampering, especially alteration of logs. Schneier et al. proposed
secure audit log system, in which log is protected using cryptographic primitives and little amount of the
communication between each entity and Trusted Third Party is needed. Their system is usful, but it is
insufficient to consider time information. Especially, when many entities in a distributed environment
paticipates in this system, the orders of log entries are not ensured. In this paper, we analyze several

methods to ensure the order of log entries.
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