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Abstract By using interval classifications, we had proposed a novel way to implement a fin-
gerprinting attack against Onion Routing anonymity systems such as Tor. Our motivation of
previous work was to provide a realistic threat against existing popular anonymity systems.
Through the simple threat model where an adversary could be mounted by nothing but con-
troller of an entrance router, we had achieved our object. The attack we had proposed had
a very good robustness against greatly-varied Internet conditions but the resolution is not so
satisfactory to us. By employing time characteristics, we present an extended fingerprinting
attack on anonymity systems here. Our new method has better performance, but still keeps the
fingerprinting attack’s advantage of being realistic in terms of the required small resource. We
give experimental evaluation by comparing the extended attack with our earlier work. Also, we

discuss defense mechanisms against fingerprinting attacks.

1 Introduction

Internet is one of the greatest inventions in
the world. With Internet, we could keep touch
with others around the world, get the newest
information, do shopping freely, etc. Our life
is really benefited from it. But on the con-
trary, with the emerge of Internet, our privacy
seemed to be threatened and both the risk and
the damage of leaking private information are
greater than any other times before. Encryp-
tion helped us a lot in protecting privacy, but
not everything. It can hide the communica-
tion contents such as data payloads, but it
can do nothing with the packet headers, which
leaks the identity of communication parties.
Anonymity system tries to provide the founda-
tion for users to share information over public
networks without compromising their privacy.

Researches on anonymity systems are gen-
erally classified into two types: how to pro-
tect privacy and how to break it. To the
first type, they are mainly focused on the in-
troducing of new anonymity systems, such as
[4,3,14,6,7,5,15]. On the contrary, many at-
tacks towards existed anonymity systems are
also presented like [1, 9, 13, 10, 11, 8, 12, 2] and
so on. These works could stimulate researchers
considering new defense mechanisms.

In [16],[17], we had proposed a novel way
to implement a fingerprinting attack against
Onion Routing anonymity systems such as
Tor. Our motivation of previous work was to
provide a realistic threat against existing pop-
ular anonymity systems. In this paper, we call
the formula presented as similarity score calcu-
lation formula with interval method, to distin-
guish with the following time window method.
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By employing time characteristics, we
present an extended fingerprinting attack on
anonymity systems here. The following sec-
tions are arranged like this: Section 2 talks
about the extended fingerprinting attack with
time window method, then a short discussion
about the combination of two methods in Sec-
tion 3. In Section 4, we will see the exper-
imental results to show the efficiency of our
works. Section 5 will have a quick word about
the dummy packets. Finally we will give the
conclusion in Section 6.

2 Fingerprinting Attack with
Time Windows

With the definition and application of interval
into traffic pattern, we could gain some advan-
tage towards anonymity system users, but the
result is still not so satisfied to us. The in-
terval vector method omitted the information
of relative positions between intervals, so we
could get a robust result, which will not change
greatly by some abnormal events (e.g. re-
transmission, lag, etc.) that may occur quite
often in practical network environment. Also,
we will not get very good resolution for using
so limited information.

So we want to introduce some other factors
to get better resolution and success rate for our
attack plan. Time is a good candidate for us,
it is widely used in all kinds of passive attacks.
The problem is: how could we introduce the
time into our attack?

First, we tried to make the assumption that
all the packets remained the same positions;
the time between packets are kept relatively
constant (remain same or with same propor-
tion). Then we may want to use a long vector
to describe the time between each packet and
calculate the similarity by use correlation or
other method. Unfortunately, the result is not
as good as we expected.

Then we want to use a slightly more rough
way to measure that: we tried to make the as-
sumption that the time between intervals (as

1 stands for Interval

we claimed above) are kept relatively constant.
This is because that the several packets in an
interval are transferred in a very short period
but the waiting-for-response time is mainly re-
lated to the network environment.

Although the result is better than the first
one, it is still not a good method. In these two
ways, we treated the whole traffic pattern as
if it was a “spring”. When the network lag is
high, the “spring” is stretched and vice versa.
But the thing is: practical network is not so
stable as we thought, the relative position of
intervals also not remained same all the time.
We want to find a better way to solve that.

Finally, we have found that by dividing into
several windows, calculate the correlation be-
tween packets number in each window is a
good way to make the resolution better. We
also made some assumptions that are:

e Each page is consist by several files with
different sizes. (Same as ordinary finger-
printing attack)

e In network transfer, (especially with
good network environment), time is
largely consumed by the waiting-for-
response time than the time which is us-
ing for packet transport.

With these two assumptions, even the simi-
lar webpages (in the number of files, file sizes)
with different sequences by using this method
could be distinguished.

In this method, the basic concept is divide
a given traffic pattern by relative time (e.g.
25%, 50%, etc.) That is because the time it-
self varies greatly due to the different path.
Under the given assumption, we could treat
the packet transfer time as “very short” and
see the waiting-for-response time as the main
part of a traffic pattern’s time line. Then if
the path is slow, the total time is long and
vice versa, but the packets in each time win-
dow will not change greatly in normal cases.
Then by calculate the correlation between two
time window series, we could make the guess.

Let us discuss it in more detail way: First,
decide how many windows should be divided -
the total window number n. So the length of
each part would be the (total time/n). Then
we will get a time window divided vector as
(V1,12 ey Vi, oony Uy ). v; refers to the number
of packets in the i-th time window. Here we



could treat the inflow and outflow packets sep-
arately, but I believe that the inflow could de-
scribe the feature of object better. After that,
we could calculate the similarity score Sy ?
with two time window vectors by getting the
correlation coefficient of them. That is:

Cou(V', F')
StdDev}, * StdDev;
= wpw * Corr(V', F") (2)

Stw = wrw *

Two vectors represent as V' and F’, also as
(v}, v, ...,v)) and (f1, f5, ..y f1). Cov(V', F’)
stands for the covariance of two vectors, which
is E[(V' — E[V'])(F' — E[F'])]. StdDev
stands for standard deviation, calculated by
VE[(V' = E[V')2]. And Corr(V', F') means
correlation coefficient, the same as covariance
divided by the multiplier of two standard de-
viations.

We used wpy here again and that is slightly
different with w; used above. It also ranges
from 0 to 1, calculated by divide the smaller
number of inflow packets of the two vector
with the bigger number of inflow packets.
Weight is useful to filter out obviously irrel-
evant samples, and almost without any side-
effect. The correlation gives us the informa-
tion of the trends between variations of pack-
ets but not the absolute number of packets.
Then weight could help us to introduce abso-
lute number of packets into calculation. Ac-
tually, either weight calculated by number of
intervals or by number of packets does not dif-
fer greatly. So they are somewhat interchange-
able.

The time window divided attack results bet-
ter than the interval method; we shall see
that in the following section. But the inter-
val method is much more robust than time
window divided method. An abnormal long
lag will make this sample completely worth-
less in time divided method, but one or two
retransmission does not hurt seriously in in-
terval method.

2TW stands for Time Window

3 Combination of Two Meth-
ods

We have presented two methods before, and
both of the two methods have their own suit-
able cases. It is hard for attacker to analy-
sis each case and determine which method to
use, so the combination of two methods are
recommended to introduce as many factors as
possible.

From intuition, there are equations like this:

Sc =S Srw | wy (3)

Scr = St + Stw (4)

Besides these two basic formulas, we could
also adjust each item’s weight. Towards differ-
ent samples, there may be different effective
formulas, but we want to discuss in a more
general case.

Compare Formula 3 and Formula 4, T will
tend to use the first one for two reasons. First,
the Formula 3 will give us a result between —1
and 1, which is more formal way and could
still introduce other factors in future without
change the range of result. Second, in my opin-
ion, I think extreme case should be considered
seriously. Compare to the similarity score of
1 and 0, the score of 0.5 and 0.5 maybe the
better choice. (Although seem both of them
are not the right choice.)

4 FEvaluation

In this section, we shall see the experiment re-
sult when we using time window attack, and
also the combination of these two attack meth-
ods. Also we could see the improvement of suc-
cess rate by employing pity hit. We use Alexa
Ranking and choose top 20 sites to implement
the experiments.

In the experiment, we choose top n =
5,10, 15,20 sites, and build fingerprint of the
site. Then we surfed webpages and recorded
the user activity vector, compared with the
fingerprint, and guessed which website user
is surfing by time window and combination
methods. The success rate represents in the
Figure 1.

From the Figure 1, we could see that if
we choose the webpage whose fingerprints
have the highest similarity score, time window



T =
Interval —+——
Time Window ---x---
Combined ------
Theoretical -~

o 06

T

24

0

I

I

Q

o

®
04 |
0.2 |

o 1 1 1 1

2 4 6 8

10 12 14 16 18 20

Number of Webpages

Figure 1: Success rate with 3 different methods

shows better results than the interval method.
And combination of two methods performed
best in this situation. There are some points
we shall notice here: First, time window do
not always outperform the interval method,
we could see that from the graph. Actually,
both of them have their own suitable cases as
we have discussed earlier. Second, the success
rate does not always drop as the number of
webpages increases. Consider in the 5 web-
pages case, there are two pages are very close
to each other. And when the number of web-
pages increases to 10, maybe the new pages are
all easy to be distinguished. Then the success
rate would be increased in the total.

5 Countermeasure

Although there exists some trivial but some-
times effective countermeasures like making
odd requests, building own nodes, etc, we
must aware that these countermeasures are de-
pended on users’ own activities, which are not
so reliable in most of times. So we want to
employ a method which does not rely on the
users’ activities. In this section, we will intro-
duce the dummy packet as our recommended
defense mechanism.

It is hard to consider all the factors in the
dummy packet employing here, so we want to
do some experiments and just illustrate the ef-
ficiency of this idea. We will use data captured
from Tor to make the experiments. In the ex-
periment, we will randomly select one traffic
pattern. If there is no dummy packet in it,
either interval or time window method could
have the answer of 1. Then we want to add
some dummy packets into this traffic and cal-
culate again with Sy and Spw. Of course, the
lower S, we have the better protection.

In the experiments, we have discovered two
parameters directly lead to the efficiency of the
defense mechanism. The first one is number
of dummy packets generated every second, or
we could call it density. It is very trivial that
as this number increases, the protection effect
will also increase. But with the traffic emerg-
ing into the dummy packets, the marginal util-
ity will also become weaker and weaker. And
no doubt higher density will increase the cost
of the anonymity system, and then the usabil-
ity will also be hurt.

Another factor is the coverage ratio, here we
define it as for the whole traffic pattern, how
many parts in it could be inserted with dummy
packets. Increase it will lead to higher cost



and vice versa. But what makes this factor
really interesting is that the higher coverage
ratio will not always lead to the better protec-
tion.

In our attack framework, we have discussed
mainly two calculation methods of similarity
score, one is interval and another is time win-
dow. These two different attack methods have
different sensitivity towards different coverage
ratios. To the interval method, if the coverage
ratio is low, that means many dummy pack-
ets are focused in a short period of time. The
result is the length of a few intervals will be
increased. But since we have limited the max-
imum element in an interval vector, the af-
fected number of intervals is small, that will
not change the result dramatically. For ex-
ample, the change with coverage ratio which
is 0.1 may only cause v; decreased by 2 and
vy increased by 2. And most of the intervals
still remains the same. On the contrary, if
the coverage ratio is high, then more intervals’
length are changed so the interval vector will
be transformed greatly, so the Sy.

Let us see how the coverage ratio works in
the time window method. When the coverage
ratio is high, that means, almost in every time
window, there would be approximately the
same (at least the estimation would be same)
number of dummy packets. And due to the
calculation of correlation, if a series of numbers
changed in the almost same amount of value, it
then has really small effect on the correlation
coefficient. But when the coverage ratio is low,
the thing comes completely different. We will
see that in this case, dummy packets flow into
one time window and if the number of packets
in that time window is fewest in the beginning,
it may become the most one in the end. The
correlation coefficient would change dramati-
cally, it even may turn into minus. And just as
a result of average, low coverage ratio is still
quite good in the time window method.

We will treat the cost as the multiplication
of these two factors. That is:

Avg Cost = Dummy Packets per Second

x Coverage Ratio (5)

For example, if we have a density of 15 dummy
packets per second and a coverage ratio of
0.6. That means the average cost would be
9 dummy packets per second. And assume

all the dummy packets are 1.5 KB, and then
the additional cost for one Tor connection is
around 13.5 KB/s.

We have tried an experiment by using a traf-
fic pattern captured by Tor of the Yahoo’s
main page, and using two different similarity
calculation methods without weight. The two
parameters are adjusted to show us the effect
of dummy packets under this circumstance.
All the slots are calculated with 30 times of
sampling and take the average value.

We could also refers to the Equation 5 and
see these combinations: density 50, coverage
0.1; density 25, coverage 0.2; density 10, cov-
erage 0.5; density 5, coverage 1. The result
in interval method and time window method
give us completely different tendency. The re-
sults from interval method are 0.987, 0.967,
0.923 and 0.889. Meanwhile, the results from
time window method are 0.626, 0.678, 0.841
and 0.984. The two tables about the standard
deviations tell us the result is basically stable,
especially with the interval method. We have
no more space to discuss about the how to se-
lect threshold and parameters. In conclusion,
we think coverage around 50%, approximately
20 dummy packets per second could be rec-
ommended. And by the Equation 5, we could
estimate the cost is approximately 15KB/s on
average for a Tor connection.

6 Conclusion

In this paper, By using time window clas-
sifications, we extended our previous work
and implemented a new fingerprinting at-
tack against Onion Routing anonymity sys-
tems such as Tor. We preserved our moti-
vation of previous work, which was to pro-
vide a realistic threat against existing popu-
lar anonymity systems. In the simple threat
model used in our extension, an adversary
could be mounted by nothing but controller of
an entrance router. We can trade off the ro-
bustness against greatly varied Internet con-
ditions to receive higher resolution, and by
employing combination, we proposed a better
way in general cases. Finally, we discussed
possible defense mechanisms against finger-
printing attacks. The mechanism of employing
dummy packets is recommended to be intro-
duced in future anonymity systems.
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