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1 Introduction

1.1 Problem Description

Public-key primitives cost a lot in computation. Therefore, in the Proof-of~-Work (PoW) of Bitcoin, rushing
miners may skip the verification of the signatures on Bitcoin transactions to find a successful nonce as
soon as possible. Such dishonest behaviors may allow malicious transactions to be included in a new
block, and reduce the security of Bitcoin. Due to the open-source nature of Bitcoin, the above risk could
not be ignored. One might think that participants in a mining pool would not care much about the
computational cost of signature verification. However, if the scalability of Bitcoin is improved and the
number of transactions per block is increased, their incentive to skip signature verification would get even
bigger.

This extended abstract is a proposal of speaking (and discussing) how to avoid such behaviors without
doing harm to the scalability of Bitcoin.

1.2 Digital Signature

As an example, let us revisit the Schnorr’s signature scheme [1]. This scheme employs a subgroup of order
q in Z; where p is a large prime. By using a secure hash function h : {0,1}" — Z,, the scheme is described
as follows.

Key generation:

L. Generate a large random prime p and a generator g of the multiplicative group Z,.
2. Select a random integer x such that 1 <z <p— 2.

3. Compute y = ¢* mod p.
4

. Let (p, g,y) be the public key, and let x be the private key.
Signature generation on a document m:

1. Select a random integer k such that 1 <k <g¢q—1.
2. Compute r = g¥ mod p, e = h(m/||r), and s = xe + k mod q.

3. The signature for m is the pair (s, e).
Signature verification:

1. Compute v = g°y~ ¢ mod p and e’ = h(m||v).
2. Accept the signature if and only if ¢/ = e.

2 Proposal

In the case of the Schnorr’s signature scheme, the parameter v (or its hashed value) can be a proof of
having verified the signature without skipping the heavy modular exponentiation; v is a reconstruction of
r, and the verifier would not know its value without the modular exponentiation [2]. In many of digital
signature schemes (e.g. DSA [3] and a shortened DSS [4]) based on the hardness of discrete logarithm (DL)
problem, we can find such parameter(s) that can be a Proof-of-Verification (PoV). This applies also to



DL-based multi-signatures. For example, in the case of a simple Schnorr multi-signature [5], g° mod p (or
its hashed value) can be a PoV. Likewise, in the case of compact multi-signatures for smaller blockchains
[6], [7], ¢° mod p (or its hashed value) can be a PoV.

One way of using the PoV is to concatenate it with the other inputs to the hash function in PoW
(Fig. 1). Then the other blockchain nodes can verify whether the miner has really verified the signature.
Another way is to simply append the PoV to the hashed value in the PoW (Fig. 2).

On receiving a new block reported by a miner, other blockchain nodes verify it. If one or more PoVs
are incorrect, then the block reported by the miner is disqualified and discarded.

The order of concatenating (or appending) the PoVs of different transactions in the same block can be
controlled in the same way as in the hash-tree aggregation of transactions. Thus the use of proposed PoVs
would not cause significant overhead of such control mechanisms.
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Figure 1: Concatenating Proofs-of-Verification with the inputs to the PoW hashing.
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Figure 2: Appending Proofs-of-Verification to the PoW hashed value.




3 Discussion

If the PoVs are concatenated with the nonce, the other blockchain nodes can verify the validity of the
nonce only if they themselves also verify the signatures.

If the PoVs are appended to the hashed value in the PoW, the other blockchain nodes can verify the
validity of the nonce even if they skip the signature verification (and hence, the PoV verification as well);
this would allow probabilistic (or somehow scheduled) skip for the purpose of reducing the computational
workload of honest blockchain nodes. However, communication overhead arises due to the appended PoVs.

From the viewpoint of scalability and efficiency, such implementation options should be scrutinized in a
realistic environment including mining pools. If this proposal is accepted, our presentation would include
a report of some experiments and suggestions for the scrutiny. Finally, it should be noted that the same
PoV mechanism can be considered for many of the PoW-based altcoins where DL-based (multi-)signatures
can be used.
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